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Overview 1 - RIPEstat >

* Introduction to RIPE and the RIPE NCC
* Introduction to RIPEstat
e More about widgets
e List of widgets

e Exercise: Querying for a Resource
e Useful routing widgets

e Exercise: BGPlay

e Handling abuse

RIPEstat

e Exercise: Handling Abuse
* Personalising RIPEstat
e Exercise: MyView
e Comparing results
e Exercise: Comparing Results

e Exercise: RIPEstat Use Cases
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Overview 2 - RIPE Atlas

RIPE Atlas

Introduction to RIPE Atlas
What you can get from RIPE Atlas as a visitor

Exploring public probes

e Live Demo
Finding public measurements

e Exercise F: Analyse results
Creating a measurement

e Exercise G: Create a measurement
Network Monitoring

e Exercise H: Setting up ‘Status Checks’
More RIPE Atlas features
How to host a probe
Advanced topics

e Use cases and success stories
e RIPE Atlas anchors
* RIPE Atlas community

Measurements Tools Workshop
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RIPE NCC - Who are we? 5

s - y
e

.

e RIPE NCC
e Located in Amsterdam
e Not-for-profit organisation

e One of the five Regional

Internet Registries (RIRSs)
¢ 10,000+ members (LIRs)




Our service region 6
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What do we do? 7

e Distribute IPv4, IPv6, ASNs

e Training courses

e RIPE Database

e Support RIPE community

e RIPE Atlas, RIPEstat, Resource Certification
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RIPE (Reséaux IP Européens) 8

e Started in 1989

e Discussion forum open to all parties

Interested

e Not a legal entity and no formal RIPE

membership

e Develops policies
e Work done in Working Groups

e Activities are performed on a

Measurements Tools Workshop




Introduction to
RIPEstat




What is RIPEstat? N

One interface for viewing all Internet number resource data

uone_stop ShOp”
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Landing page 1

Search RIPE

. Enter an IP address/prefix, ASN, country code or hostname

Your network: AS3333, 2001:67c:2e8::/48 e.g.: IPv4 prefix/range, IPv6, ASN

Measurements Tools Workshop




What data? What sources? 2

e RIPE Database

e Other RIR data

e BGP routing data (RIS)

e Active measurements (RIPE Atlas, DNSMON)
e GeolLocation (third party)

e Blacklist data (third party)

e More...

Measurements Tools Workshop RIPE
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Query? 13

e |Pv6 address
e |Pv4 address
e ASN

e Hosthame

e Country code

Measurements Tools Workshop




Why use RIPEstat? 14

® For your own network:

e |s someone else announcing my prefix?

e How visible is my new IPv6 network?

e |Is my BGP routing consistent with Routing Registry?
e Are my DNS and reverse DNS consistent?

e Location of my customers’ prefixes

e Was my prefix visible yesterday in Tokyo?

Measurements Tools Workshop




Why use RIPEstat? 15

e For viewing other networks:

How many IPv6 prefixes are announced in my country?
IPv6 in my country compared to neighbours

Who has more peers, AS1 or AS2?

How does the upstream outage look?

Is the prefix/ASN that | want already announced?
Which ASN announces an IP?

Where can | report abuse from an IP?

Measurements Tools Workshop




Query page 16

RIPEstat Home + About RIPEstat + Documentaton + Use Cases + Logn

You are here: Home > Data & Tools > RIPEstat

Search RIPE = 1at

Your netwoll® ASE:

/‘ﬂ {./' &:SEZS&' —r;j,._'“"- .
-' BGPlay is back! [ SSSifiom.
RIPEstat shows |
/ (o
| . i p—
your own IP/ASN / S .
l/ S L - Rﬁh-.
& About RIPEstat & Documentation & Use Cases
e FAQ e Interfaces & APIs e Notable Network
e Data Sources e Demos Events
e Widget List e Roadmap o Compare Results
o Top Queries e Changelog ¢ Looking for Abuse
e Workshops Information
e Global Internet
¢ Feedback LEARN MORE Ciatetes
LEARN MORE
LEARN MORE
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Results default tab

17

RIPEstat Home + About RIPEstat - Documentaton + Use Cases -

You are here: Home > Data & Tools > RIPEstat » ASIXS

AS3333

RIPEstat Z—

| Search |

—>
—>
More tabs [
with results [
—>

>

—>

S’-cmra resuls for AS3333 as of 2014
07-25 08:00:00 UTC

gy

[ twermen
:°]l 00.00%)

Eoe, )

£ beka ) 737 Germany
g Data Terms of Use Report & map erree
* Gecloc detalls

Lomben
o

Data is based on MaxMind's Geolite

) City data sat and valid for the stated
query time (see below)

Showing results for AS333) & of 2014-
a 07-25 13:32:47 UTC

RIPE NCC mambars can access {
\ by {

was visbie 10 100% of 96 IPvd and
100% of 95 IPvE RIS Al poers.

O First 9war 5000 &8 ONgin announcng
bgr:cmma.mzou-m-oooom

* 0 Advanced Settings
\ S-’Kmr;&r-nuh for AS3333 &8 of 2014-
X\ 07-25 08:00:00 UTC

IM_TQ Snumo,' b\

J AN .‘, -
/At 2014.07-25 08:00:00 UTC, m\\\ v
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More About Widgets




Get the data behind the widget! 19

L

Allocation History (AS3333) '

L-°55535(‘ANN —_——————— —iﬂhd
-

I 0-65535()
I 3154-3353(RIPE NCC)
Pl 3200-3353(RIPE NCC)

[ REVRRKER — W

-
rl
Jan 2010 Jul 2010 Jan 2011 Jud 2011 Jan 2012 Jul 2012 Jan 2013
— —————
| " |
2005 2010

#”  Showing fesyts for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

source data embed code permalink info

ombed code permadink Info
Get the data behind this widget with the Data API
hnpowbumnpuncUUlunukxnﬂondﬂcuwyhuuuoowhnoounn-Asaaaad

“"cached": true,
"data": {
"quory_endtime*: "2014-08-06T00:00:00",
"query_starttime®: "2000-01-01T700:00:00",
"resource®: "3333°,
*resulets®: {
TIANATI |
{
“resource”: "0-65535",
“status®: "IANA",
“tinmelines": [

{
“"endtime”: "2007-10-11T00:00:00",
"starttime®: "2007-10-11T00:00:00"
b
{
“"endtime": "2008-11-03T00:00:00",
"starttime”: "2007-10-27T00:00:00"
be
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Shareable URL of results 2

. L
Allocation History (AS3333) v ™

L-“55535(1ANN I S ¥
I 0-65535() =
I 3154-3353(RIPE NCC)
IV 3209-3353(RIPE NCC)

M 3200-335300

- |
time zoom
r-m_—\
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 20 Jan 2013
. P
| " |
2005 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

£

e Immutable shareable URL for eah result!

e URL includes:
e ZOoOM

e History

y e
o1 9%,
Y & B3,
§ S1ARN
Azw wE R
o 03
g by
35200 e/
. 4
W00 1957
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Where’s the data from? 2

. L
Allocation History (AS3333) LR

L.O-GSSGS(IANA) —_— —““.d
-

I 0-65535()
I 3154-3353(RIPE NCC)
" I 3209-3353(RIPE NCC)

| ReVRRKIKTI— W

LB
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
— e SR
| " 1
2005 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC 1o 2014-08-06 00:00:00 UTC

embed code perratnk o

What does this widget show?
Allocation History Gepkays informason about alocasons and deect assignments of prefines or AS
fumbons.

How can the visualisation be Interpreted?
Whon 10 quoriod resowrco was a profit. the gragh will show how Pat prefix and rolatod (mone o
o3 spooiic prefixes) wore allocated over time. When the quernied rescurce was an ASN, e graph
will show the allocation of that ASN
The legand will splay afl rescwces, NCLENG POse which are Not anvounced during the $me range
Saplayed. B 8 possbio 1 change the daplayod Sme period with the Smeline selecior undemeath the
gragh.

[- %

2004 208

The shaded asea is Saplayod in the grach. This arca can be adjusied by moving 10 the loft o right
ong of 1o shaded 220 and hen dragging 1 10 tho desred lCaton It is POSSSI 1 Change ot only
e Slart and ond Bme, Dut 8lso 1o length of ™he period which i shown,

D —

roca o ]

What is the data source?
The RIA stasstcs fles summaniso tho curmont state of Mocations and assgrmonts of insemat
rumder resources. They ane intonded 10 provico @ seasshot of the sialus of Istemet fumber
MEOWCOS, WENOW any Yansactonal or historical detalis. Find detalls for oach RIR hore
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Freshness and Timescale of the Data 22

. L
Allocation History (AS3333) ¢ %

S

L-‘*55535“ANN —_——m
I 0-65535()

I 3154-3353(RIPE NCC)

IV I 3209-3353(RIPE NCC)

B 3209-33530 S

-
r- RiFE NG I
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
. e S
| " |
2005 2010

==

BRowing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

e Timestamp and time period of data

e Different widgets = different data update frequency

e Can be adjusted in most cases

e Limits: Different maximum granularities

Measurements Tools Workshop




Embed the widget!

23

L
Allocation History (AS3333) v ™
L-055535(U\NA) —_—m —M
M 0-65535() =
I 3154-3353(RIPE NCC)
[" I 3209-3353(RIPE NCC)
| ReVRRKLKT— W
LB
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
. “:
| " 1
2005 2010
Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC T
source data k Info
scurce cata ¢ embed code permadink Info

Embed this widget on your page

<script sro="https://stot,ripe.net/widgets/widget_api, Js"></script>
<div class="stotwdgtouto s><scriptsripestot.init(Collocation-history”,
{"resource”:"AS3333"},mull, {"size": "medium”,“disable”: ["controls”]})</script>

Copy and paste this code info an HTML webpage. Note: widget_apijs (the 15t line) only needs to be
included once per page.

For more usage detais please view the RIPEstat Widget AP| documentation.

Measurements Tools Workshop
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Embedding widgets on your site

roarEacks [ brebharing netaork
IRRYEICES FETIOTAY) NETAO,

N e
e -

e e This ISP embedded

Welcome 10 the ASA2053. net Network

| | | ]
ST e widgets on its page
% Cate Of ety you ShOUd conmtact. +31 (D53 8508812

Welcome

Network status

There are mO metwork S5ues 2% ™vs moment

Network Detalls

NS A0S SO ML 100K That ShOw OfTerent Aot on Celals ABOU! Our Neteore. Th 1004 e QENerated Ly
e

Prefixes
The talie shows every Drefix that Ongnated from our AS In the last woek

©
e of o Prefxes  Adcresses

e W P4 Profes
e W 1PG Prefiaes

! | [

| I

— L

JJ - an Jud Jan Il Jan Jal
oy - “ e v e o 'J oA
| ]

J020 Q00 2004 2008 L2908

Prefix Count
widget

el i,
V0 Pt

Showing rmauits for ASA200] I 20000101 00:00:00 UTC 10 20130000
36 00 50 UHE B

AS Path Length

(=3
The Sagram shows e average LA Wown hemeuve TS Biteim - Mo

ength of il AS paths seen the K W A 07200

231 week orgnratng from our AS

AeerIge (MO prepencng

AR e v iy

N ]
-~

AS Path Length
widget

o AT TR A

V-

= LT

Showng meadts for ASA206) from 20130000 089090 UTC 0 20130000
50000 UTC
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List of Widgets




RIPEstat widgets (at a glance)

26
AS queried Prefix queried
AS Overview Prefix Overview
Registry Browser Registry Browser
Geolocation Geolocation
Routing Status Routing Status
Measurements Tools Workshop 6 RIPE



Widget list o7

https://stat.ripe.net/widget/list

RIPEstat Widgets

This is a complete list of all of the widgets that RIPEstat offers. Each of these widgets can be accessed using the
links below.

When you view a widget you can also get code for embedding it in your own pages. The full procedure for
embedding and configuring widgets is described in the Widget API Documentation,

Show 100 : entries Search:
Title (show slug) ¢ Example  Prefx & d:m & ASN ¢ Hostname o C;‘;:'y s
Abuse Contact Finder v v v
Address Space Hierarchy ; v v
Adaress Space Usage © v v
Allocation History — v v v
Announced Prefxes v
AS Overview v
AS Path Length ; v
AS Routing Consistency o v
ASN Neighbours v
ASN Neighbours History P — v
RIPE Atlas Probes GRS v v v v
RIPE Atlas Measurement Targets v v v v

Measurements Tools Workshop



https://stat.ripe.net/widget/list

RIPEstat widgets (routing) 2

AS queried Prefix queried
Routing Status Routing Status

BGP Update Activity BGPlay

Routing History BGP Update Activity
Announced Prefixes Routing History

AS Path Length Routing History
ASN Neighbours BGP Looking Glass
ASN Neighbours History Visibility

Prefix Count Related Prefixes
Visibility Prefix Routing Consistency
Prefix Size Distribution

AS Routing Consistency

Measurements Tools Workshop (B RI PE
’ NCC



RIPEstat widgets (DNS) 20

AS queried Prefix queried

Reverse DNS Consistency Reverse DNS

Reverse DNS Consistency

Measurements Tools Workshop Vi RIPE



RIPEstat widgets (anti-abuse) 30

AS queried Prefix queried

Abuse Contact Finder Abuse Contact Finder

Blacklist Entries

Measurements Tools Workshop Vi RIPE



RIPEstat widgets (database)

31

AS queried

Prefix queried

AS Overview

Prefix Overview

Registry Browser

Registry Browser

Allocation History

Address Space Hierarchy

Whois Matches

Allocation History

AS Routing Consistency

Address Space Usage

RIR Prefix Size Distribution

Prefix Routing Consistency

Reverse DNS

Whois Matches

Measurements Tools Workshop

. 5 RIPE
W NCC



RIPEstat widgets (geographic) 32

AS queried Prefix queried
Geolocation Geolocation
Geolocation History Geolocation History
Measurements Tools Workshop 6 RI PE



RIPEstat widgets (activity)

33

AS queried

Prefix queried

RIPE Atlas Probes

Observed Bandwidth Capacity

RIPE Atlas Measurement Targets

Observed Network Activity

Geolocation

Geolocation History

Measurements Tools Workshop

3 RIPE



RIPEstat widgets (suggestions) 34

AS queried Prefix queried
RIPEstat Search Suggestions RIPEstat Search Suggestions
Measurements Tools Workshop RIPE

W NCC



Query: Country code 35

COUNTRY CODE queried

ROUTING Country Routing Statisics

DATABASE Country Resource List
Observed Bandwidth Capacity

ACTIVITY Observed Network Activity

Address Space Distribution

Measurements Tools Workshop RIPE
W« NCC



Query: Hostname "

HOST NAME queried
Geolocation

AT A GLANCE DNS Chain
Forward DNS
DNS Chain

DNS { Forward DNS

Geolocation

GEOGRAPHIC { Geolocation History

ACTIVITY RIPE Atlas Measurement Targets
Measurements Tools Workshop & RIPE

W NCC



Exercise: Querying
for a resource

Refer to the exercise booklet




Tasks 38

¢ What network announces 140.78.50.90?

¢ |s 193.3.4.2 routed?

¢ In which country is 91.229.42.0/23 used?

e What is its corresponding INETNUM object?

e What widget provides real-time routing status?

e By what percent did the number of prefixes
announced within Greece increase over the last two

years?

e How would you share interesting network events with

a colleague?

Measurements Tools Workshop




Visualising BGP
Routing Information




Querying "

e I[P or ASN queried?

e You get different widgets!

e ASN often visualised based on the

prefixes it announces

Measurements Tools Workshop




RIS - Routing Information Service #

e RIPE NCC has been collecting BGP
information since 1999

e Raw data: ris.ripe.net

e RIS has 15 route collectors and 600+ peers

e RIPEstat visualises RIS data

Measurements Tools Workshop



http://ris.ripe.net

At-a-glance view: Prefix queried

42

DNS

Geographic

Activity

§ Announced? §
1By which AS? ¢

Prefix Overview (140.78.0.0/16)

Announced

™~ This prefix is announced by
AS1205
& KU-LINZ-AS University Linz, AT

and is part of 140.0.0.0/8, Legacy space,
acminsiered by ARIN. U

Showing results for 140.78.0.0/16 as of 2014-08-13 08:00:00
uTc

source dats embed code permalink info

Registered in

the RIPE
Database?

L] 140.78.0.0/16

Registry Browser (140.78.0.0/16)

Last updated on 2014-05-27 at 12:53:54 UTC.

Show more
inetnum:

Showing rosults for 140.78.0.0/16 as of 2014-08-13 13:26:45
uTec

RIPE NCC members can access historical
6 information by signing in with their LIR'S RIPE
NCC Access account.

source dats embed code permalink info

Geoloc (140.78.0.0/16)
je=" ~ ) Polr‘ -
L 2 o~ ) \ Map Satellite §
[ Comany L Lo L

ha .cggd.a@‘hniwh_
Munich _ Bra islava ~ Stovakia

S
- Hungary
B <% Romenia
Croatia~~—. 1
i - oBu

t’j"a";homn Terms of Use  Report a map error
» Geoloc detalls

Data is based on MaxMind's GeolLite City
data set and valid for the stated query time

(see below)
Showing results for 140.78.0.0M16 as of 2014-08-01 00:00:00
uTcC

source dala embed code permalink info

Routing Status (140.78.0.0/16)

0 At 2014-08-13 08:00:00 UTC, 140.78.0.016

was 100% visbie (by 97 of 97 RIS full peers). i

© First ever seen before Jan 2004 ( = beginning
of avadable data).

Originated by: AS1205 (valid route object in RIPE)
No less-specific covering prefixes.

v & Advanced Settings
Komosd 1o 1week ¢ |oadier | @ Exclude low visibility
routes

Showing results for 140.78.0.016 as of 2014-08-13 08:00:00
urc

6 Results exclude routes with very low visibility
(less than 3 RIS peers seeing).

source data embed code permalink info

What % visible?

Announced?
By which AS?

Since when?

Measurements Tools Workshop




At-a-glance view: ASN queried

43

Actwmty

Suggestions

The rest is the same
as for a prefix

AS Overview (AS1205)

Holder of this ASN:
IKU-LINZ-AS University Linz, AT

ing rosuits for AS1208 as of 2014-
el -00:00 UTC

’»fx:”’f =i

Aap Data Terlmoﬂue Mﬂ.mm
* Geocloc detalls

resuits for AS1205 as of 2014

Showi
08-13 13:46:15 UTC

RIPE NCC members can access
) nhistorical information by signing in with
their LIR's RIPE NCC Access account.

source data
embed code permalink info

Data is basad on MaxMind's Geolite
) City data set and valid for the stated
query Sme (see below)

Showing resuls for AS1205 as of 2014-
o&oim:oo:oo UTC‘

source data
embed code permalink info

Routing Status (AS1205)

A1 2014-08-13 08:00:00 UTC, AS1205
45 was visible 10 100% of 97 IPw4 and
2% of 95 IPvG RIS full peers.

© First ever 5860 35 ONGN ANNOUNCING
183.186.172.0/22, on 2004-01-03

00:00:00 UTC,
Orgnated IPv4 prefues: 3
Orgnated IPv6 prefxes: 0
Observed BGP neighbours: 2

Adcress space announced (IPw):
67584 IPs

Accress space announced (IPVE): equv.
10 0 M48s
* 0 Agdvancad Settings

frmsry %0 earar | @ Exclude

low routes

rarw!s or AS1205 as of 2014-
08-13

Results exclude routes with very low
§) visibility (loss than 3 RIS poers
seeing).

Given guery Ime (2014-08-13
08:00.00 UTC) has been changed

L because it is earfier than the Sme
thore is data available for!

source data
embed code permalink info

Measurements Tools Workshop




BGPlay .

e See how your network is routed

¢ Announcements
o Withdrawals

e Path changes
e BGPlay shows routing history
e Animated graphic

e Highly interactive

https://stat.ripe.net/widget/bgplay

Measurements Tools Workshop



https://stat.ripe.net/widget/bgplay

BGPlay

45

click play

BGPlay (140.78.0.0/16)

Type: Inival state

Number of ASes: 62

Number of collector peers: 46
Selected RRCs: 0,1,6,7,11,14

Total number of events: 155
> Date and time: 2014-07-08 07:10:00

BGP event, ASN
or ASN path details

Period: 38 dan 0 seconds (193 events] Current instant: 2014-07-08 07:10:00 (¥
. . f 'I |'l'| f .I l'l i\ |.| ™= ,AA\
| f I 1/ ]| ) v \
Control timeline VWA A A .~
I\ ll / \ | | ' A \
IHIIIIIIIIllllllllHllllIlIIIIIHIVIllIlllllllllIlIlllllllllltllllllllIllllllllIIIHI
M initial state Path Change [l Withdrawal
6 < 21h
¢2l|n¢ < él
13.
Showing results 6 from 2014-07-08 07:10:00 UTC 1o 2014-08-12 07:10:00 UTC

scurce data layout

clickK play click play movie

@I ( cCollector peer ) ( Other ) “Dynamic path Static path =

Interactive animated

embed code permalink Info
J

‘ 4
Control panel:

« Covered time period
RRC selection

/ \

graph

Detailed timeline
with events

Measurements Tools Workshop
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BGPlay

46

o

source data layout options

BGPlay (140.78.0.0/16)

Type: Inital state

Number of ASes: 62

Number of collector peers: 46
Selected RRCs: 0,1,6,7,11,14

Total number of events: 155

Date and time: 2014-07-08 07:10:00

O (Coteciorpeer) (_Oier ) “oymamepamn St L
Period: 35 days O seconds [155 events] Current instant: 2014-07-08 07:10:00 (¥
r‘l " .| f" f . A |\ ~ /Y A

," '. '\ || / VA I' 'u ' 'q ,' " "n f Vv " A ," Y\
\/ I \ I\ ‘\ A
Illlllllllll l Illlllllllllllll Illlllll!lll IlllllIHHIllllllllllll“lllllll I llllllllllllll (R R Illl
M Initial state [IPath Change [l Withdrawal [~
14
cpen ® ¢sn SUND szt )
r
370 430 21. |3. 45

Showing results for 140.78.0.0/16 from 2014-07-08 07:10:00 UTC to 2014-08-12 07:10:00 UTC

~——

embed code permalink Info

e

(2013/8/28-30)

Prefix with announcements &
withdrawals:
84.205.64.0/24

Check IPv6 connectivity:
2001:67¢:2¢e8:./48

Multi-homed prefix:
199.7.80.0/24

BGP hijacking
2008-02-28: 208.65.153.0/24

Youtube traffic by Pakistan Telecom
AS17557

Blackholing:
193.33.96.64

Examples:

Measurements Tools Workshop
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Prefixes visible for this ASN

47

Announced Prefixes (AS1205)

Showing 1 to 3 of 3 entries
Click here to load the entire history, starting from 2004-01-01 00:00 UTC!

Advanced Settings

(¥ Exclude low visibility prefixes

Showing results for AS1205 from 2014-07-30 08:00:00 UTC to 2014-08-13 08:00:00 UTC

@ Results exclude routes with very low visibility (less than 3 RIS peers seeing).

Sort by prefix
Show| 10 : entries Search:
or
Prefix ¥ First Seen ? ¢ LastSeen ?
Search “.” vs

193.186.176.0/22 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC

193.186.172.0/22 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC

140.78.0.0/16 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC

Time period
shown in widget
Default:
last two weeks

source data embed code permalink info

IPv4 vs IPv6?

Measurements Tools Workshop




Announced prefixes - useful for ASN

48

193.170.32.0/21
140.78.0.0/16

Showing 1 to 7 of 7 entries

¥ £ Advanced Settings

Announced Prefixes (AS1205)

2008-12-09 08:00:00 UTC
2004-01-01 00:00:00 UTC

2008-12-11 16:00:00 UTC
2014-08-13 08:00:00 UTC

Show | 10 : entries Search:
Prefix v First Seen ? ¢ Last Seen ? ¢
193.186.176.0/22 2004-01-22 16:00:00 UTC 2014-08-13 08:00:00 UTC
193.186.172.0/22 2004-01-01 00:00:00 UTC 2014-08-13 08:00:00 UTC
193.171.8.0/24 2008-12-09 08:00:00 UTC 2008-12-11 16:00:00 UTC
193.171.32.0/20 2008-12-09 08:00:00 UTC 2008-12-11 16:00:00 UTC
193.171.200.0/21 2008-12-09 08:00:00 UTC 2008-12-11 16:00:00 UTC

(¥ Exclude low visibility prefixes

Showing results for AS1205 from 2004-01-01 00:00:00 UTC 1o 2014-08-13 08:00:00 UTC

@ Results exclude routes with very low visibility (less than 3 RIS peers seeing).

embed code permalink Info

Measurements Tools Workshop




History of prefixes announced by ASN 4

L

Routing History (AS1205) ¢

Switch to Table View

Show| all :|of 9 rows Sortby:(1123 O ® (4 *| @ Condensedview

Fliters ( 6 ): @ No large prefixes @ No short timespans & No low visibility

Data resolution: 12 days

L 'S Seelkl! Reset Zoom
Flotiee eEnies i8I W IBIE N EIane | : 140.78.0.0/16

AS1205 W -mmm . r 193.186.1....0/22
’ : , 193.186.1....0/22

2006 2008 2010 2012 2014

2005

v £ Advanced Settings

o ~. Time scale
selection

Showing results for AS1205 from 2004-01-01 QOg=ess= | R

§ subdivide prefixes
| according to first hop
after queried ASN

source data

embed code permalink info
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Exercise: BGPlay

Exercise B

Refer to the exercise booklet




Tasks .

¢ Find the up-stream provider for AS1205
e Is AS3333 multi-homed?

e Check the IPv6 connectivity of your own

network

Measurements Tools Workshop




Reporting Abuse




Reporting abuse 53

e Who is attacking your network?

¢ What kind of attack is it?

Measurements Tools Workshop




What to do if your network is attacked 54

e Spam or unauthorised access?
e Find IP in message headers or logs
e Want to contact their admin?

 Find the correct email for reporting abuse
e RIPE Database

e Contact details for every ASN and IP address
e In Europe, the Middle East and parts of Central Asia

https://labs.ripe.net/Members/cteusche/finding-anti-abuse-contact-information-with-ripestat

RN

7 %%,
& B30,
f £ 5100
[osat 04k
B e |
L e/

4 8 109

> TROOEOC /
Ao00OF 195;
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https://labs.ripe.net/Members/cteusche/finding-anti-abuse-contact-information-with-ripestat

Reporting abuse 55

e Take action with the Abuse Contact Finder

Go to “Use Cases” >
“Looking for Abuse Information”

RIPEstat Home -+ About RIPEstat * Documentation + Use Cases -

You are here: Home > Data & Took > RIPEstwat > Use Cases > Looking For Abuse Information

RIPEstat Abuse Contact Finder
The RIPEstat Abuse Contact Finder may be able 10 help you find the email address that should be used 1g
report network abuse originating from a particular IP address ;

6 You can leam more about network abuse in general and what you can do to stop it on the RIPE In -depth information
Abuse Informasion page. E
' about abuse

@ YoueanleammomabomhowmRPEswAbuseConuctFlnderwomaMhowureponabu
this wiorial on RIPE Labs. Plmes

RIPE Abuse Contact Finder (D)

Enter an |IP address

For regular RIPEstat users: this widget, of cowrse, can aso be found on the regular result page in the "Anti Abuse” 1ab

Measurements Tools Workshop




Reporting abuse 56

L

Abuse Contact Finder (2001:67c:2¢8:/48) (D ‘

Emai-Comact

Email contact to report
abuse

abuse@ripe.net

Contact-Qualty-Rating
L8 .8 6 & Sl

"~ This contact can be used 10 report abuse.

Show Complete Details
_lnfo for Resource Holders

Showing results for 2001:67¢:2e8: /48 as of 2013-08-30 14:39:00 UTC

&) O Beta status: Please note that even highly rated contacts can be incorrect

source data embed code permalink Info
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Reporting abuse 57

Abuse Contact Finder (2001:67c:2e8:/48) D ® ..

Emai-Comact

abuse@ripe.net ,
Details about the resource and abuse contact:

Contact-Qualty-Rating

" e 6 6 At ‘ #Show Comgiote Details
| Detals
This contact can be used 10 report abuse,

Res

{ 193.0.18.0-193.0.21.255
3 abuse® ripe.net Yom abuse contact role

_Show Complete Details R __
_lnfo for Resource Holders Bl T

Notwork Res

Tha rescurce has Deon dentifiod 10 De relted 10 ths Plormmation

Showing results for 2001:67¢:2e8:./48 as of 2013-08-30 14:39:00 UTC ‘ RIPE NCC P1 Allocation
/
1 Hold by:
6 @) Beta status: Please note that even highly rated contacts can be incorrect 1 na.«
:
source data embed code permalink Indol AR AST's Whols
/ AIPE NCC hitpe Sappe.c
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Exercise:
Handling Abuse

Exercise C

Refer to the exercise booklet




Tasks 50

e What is the abuse contact for 193.0.20.22 or the

hotel network?
e Check an IP address from your home network

e Discussion: What can you do in these cases?

e No abuse contact found

e No response on an abuse report

Measurements Tools Workshop




Personalising
RIPEstat




Create a RIPE NCC Access account 6

https://access.ripe.net

| S | M hitps B access.ripe.net

: casurements ard Analysis L MreNCCAccess — RIPE Network Coordination Centre
[ — |

' RI p E Inmemet Coordination Data & Tools LIR Servicas RIPE Community

' NCC RIPE NETWORK COORDINATION CENTRE

Create a new RIPE NCC

Access account. First name |
J: —N‘» l ,," ;u:.‘.::-a.’:z't S Last name

, iy .y
manage It

Email
Password iminimum length: §)
Confirm Password

Enter the words you see In the box below

l : I Privacy & Terms

o2/

Measurements Tools Workshop RI P E
-’ NCC


http://access.ripe.net

Why personalise RIPEstat? 62

e If you have recurring lookup tasks that
involve different widgets spread over

multiple tabs

e Building a “history” of your lookups
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Log in to RIPE NCC Access account 63

Sign in using your RIPE

NCC Access account —

el e

¥ B
= ‘o
=ll= A tJA
L ! VAL
i/ —
'8

RIPEstat Home + About RIPEstat * Documentation -

You are here: Home > Data & Tools > RIPEstat

Search RIPE

' Enter an IP address/prefix, ASN, country code or hostname

Your network: AS3333, 2001:67¢:2e8:./48 e.g.: IPv4 prefix/range, IPv6, ASN
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MyView 4

e Create custom views

e Click the “MyView” button

e Drag and drop the widgets you want to
the MyView tab

® Created under “ASN!! or “IP”
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MYVleW 65

& permalink

At a Glance (4)

This view i :
Routing (1) ew is empty :(
DNS

Add content by dragging a widget onto the tab of this view.

Antl Abuse
Database

Geographic '

® Resource Ovorvicm

Activity T

Suggestions

—— MyViews are only visible to you.
MyView-Test1 # (2) ' .
S - CE0 The option to share your views

[New (my-v... (80 will be available soon!

reated MyView 3 -

For more information on custom views, please go to custom views,
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Customise MyView 66

-rdrigets

as you Iike |

. »
——— " AS Overview (AS1205) + ® ..
ML d QOle e \9)

DNS Holdor of this ASN:

JKU-LINZ-AS University Linz, AT

This ASN is part of 1-85535, the 16-bit ASN Block. This block contains all 16-bit ASNs, which are allocated
Database % the RIRs according to hitpfwww.lana.org/assignments/as-numbers/as-numbers.xml . See RFC 1930
0

Anti Abuse

Geographic

Showing rosults for AS1206 as of 2014-08-14 08:00:00 UTC

Activity

source data embed code permalink o
Suggestons
+ Myview | Routing Status (AS1208) + ® ..
MyView-Test1 e (2)
Py Al 2014-08-14 08:00:00 UTC, AS1205 was visidle to 100% of 7 IPv4 and 2% of 95 IPv6 RIS full
Monitor-2 8 (2 ¥ peers.

© First ever seen as origin announcing 163.186.172.0/22, on 2004-01-03 00:00:00 UTC.
Orignated IPv4 prefxes: 3

' Orignated IPV8 prefxes: 0
Rename _ Observed BGP neighbours: 2

3 Address space announced (IPv4): 67584 IPs

5 Address space announced (IPvE): equiv. to 0 /485
Re order » & Advanced Settings
COHtl‘O' visibility : Showing resuls for AS1205 as of 2014.08-14 08:00:00 UTC

6 Results exclude routes with very low visibility (less than 3 RIS peers seeing).

Remove
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Visibility of MyView .

e MyView iIs only accessible after you have

queried an ASN or IP
e A MyView created after an ASN query is only

visible for other ASN queries

e A MyView created after IP query is only visible

for other IP queries

® This can be changed via settings

Measurements Tools Workshop RI P E
':?'ij;’m3:‘;‘5;;“ NCC



Controlling visibility 66

- + @2
At a Glance (4) e R T R T S S B S R ‘ervlew (AS3333)
. | Monitor-2 was created |
Routing ‘Announced
after an ASN query §
DNS -

Monitor-2's Settings

| : on Centre
Anti Abuse Resource Properties

Database Simplified : Advanced hich are allocated
. nl . See RFC 1930

Geographic

For what resource type should this view be visible:
(Change by clicking on property)

Activity You can change
S oosons ®  ASN 0 IP V|S|b_|I|ty, to m.'flke
©  Hostname ©  Country Monitor-2 available
+ MyView _ ® view will be shown for resource type (e.g. 'ASN') for IP range queries
’, O view will not be shown for resource type (e.g. 'ASN')
MyView-Test1 (2
Monitor-2 A ok 1% of 95 IPv6 RIS
s 5 y

(® First ever seen as origin announcing 193.0.0.0/21, on 2004-01-03 00:00:00 UTC.

Originated IPv4 prefixes: 6
Originated IPv6 prefixes: 1

Measurements Tools Workshop
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MyView summary 69

e RIPEAccess login required
e Customised selection of widgets
o |t’s like an extra tab, specifically for your queries

e By default, available for one type of resource
(ASN or IP)

e Can’t be shared

Measurements Tools Workshop




Exercise: MyView

Refer to the exercise booklet




Tasks 71

e Create a RIPE Access account (if you don’t

already have one)

e Create a MyView for a prefix containing the
following widgets:
Routing Status, Looking Glass and Routing
History

e Create another MyView with a least two

widgets and give it a meaningful name
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Comparing Networks




Why compare networks? e

e Want to peer with AS-X?

e Learn by opening multiple widgets about AS-X
e Choosing upstream ?

e Compare AS-X with AS-Y by opening same widget
loaded with two different ASNs

¢ Internet outage in a country?

e Open multiple country-related widgets in same view

https://labs.ripe.net/Members/suzanne taylor muzzin/ripestats-

multiple-widget-and-resource-comparison

ST,
P o e,

y & PLUENC
f £ 51100
fivad R
fiogf N
121820 b/

B 109

S SRIOOTAC", /
\S00OF 195
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https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripestats-multiple-widget-and-resource-comparison

How to compare

74

e Compare results in differn i -

i Go to “Use Cases” >
RIPEstat Home -+ About RIPEstat * Documentation + Use Cases
, “Compare Results”

You are here: Home > Data & Tools > RIPEstat

search RIPE

Your network: AS3333, 2001:67c:2e8::/48 e.g.: IPv4 prefix/range, IPv6, ASN

Compar’ Results

Select up to six different widgets from the list to compare at one time. Different resources can be queried for each widget.

| Routing History

! Select widget |

Select a widget

and a resource AS1 205

+ Add & Permalink

Select resource §

Measurements Tools Workshop




Compare results

Select up 10 Six cifferant widpats from e kst 10 compare al one tme. Different resources can be ¢

{ Select “Routing
i History” widget }

Select a wiaget | Routing History
and a rescurce 883333
+ Add ~ Permalink

Routing History (281205)
Switch 1o Table View
M@d 9 rows
- D .
900008 u IICEERS 1 E 3 e HOTHE NG
3 " 080X [S1208{™ TTNEEES 1T W e e
e +00 18803 1 4 106 1
ITIEEEE 1T 1SS S 0.0 12693
Am‘ ITTEEES 1T % e 0 10823
- ey mew 40028 803
o w.n 90022609
4 ne 28X -t
2000 490 & / o
SPowing resuls for ASlEnl)ﬁchrm 2004-01-01 00:00:00 UTC

D 2014-08-15 00:00:00

pieed
!. ! !! ! 0% X0 X B0 B B

Showing resuls for AS3333 from 2004-01-01 00:00:00 UTC
g 2014-08-15 00:00:00 UTC

o

" Prefix Size Distribution (a8 1205)

by number of
w Prefxes -

(22 vl 2

* @ Advanced Settings

Showing rosults for AS1208 as of 2014-08-15 08:00:00 UTC

0 Results exclude routes with very low visibility fless than 3
RIS peers saeing).

g8
12352001
W
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Compare results -

Compare Results
Select up to six different widgets from the kst to compare at one time. Different resources can be queried for each widget.

Select a widget [ Routing History 7
and a resource as3333

+ Add ,<Em'|alinsk>

e Use the permalink to share this page == =
eChal/compare-results#widget-containter-0.resource=as 1205&wiaget-containter-0. vaggg Breﬁx saze-dnstnbunon&wg@t-conﬁ

2 2

Routing History (as1205)

Share via
“Permalink”

hitpsJistat.npe.n net/ P

Routing History (as3333)

Switch to Table View | '3

Switch to Table View

Showol 9 rows
L1 [EEE TR 1407006
AS1205|w LTSN 1S 1531861, .0 |

06 2006 200 008 2008 2010 2011 2012 2013 204

s
t
:
t
3
}
3
B
t—‘f
}
3
t
:
t
3
}
3
b
|

Showing results for AS1205 from 2004-01-01 00:00:00 UTC
1o 2014-08-15 00:00:00 UTC

06 2006 200 e 2000 2010 2011 2012 2013 204

(
8
g
!
s
¢
8
g
!
s
E 152186.1..0G |
[ hetd}
!
s
¢
8
g
!
f
$

Showing results for AS3333 from 2004-01-01 00:00:00 UTC | .3
10 2014-08-15 00:00:00 UTC

©

Prefix Size Distribution (as1205)

by number of
= Prefxes - Addresses

=~ JU6 (wa) L
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Compare resources summary -

e No login required

e Add widgets AND input query for
each widget (ASN or IP or...)

o It Is a result page with widgets and

query results

e Share it via a permanent link

Measurements Tools Workshop




Comparing countries in one widget 4

e Compare the growth of ASNs in DE and NL

e See IPv6 adoption rate in four countries at the

same time

e Analyse IP hijacking with ‘BGP Update Activity
Widget’

https://labs.ripe.net/Members/wilhelm/bgp-leaks-in-indonesia)

https://labs.ripe.net/Members/suzanne taylor muzzin/new-in-

ripestat-in-widget-comparison-and-monitoring

A,
S %%,

Y & B3,
£ 5100
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https://labs.ripe.net/Members/wilhelm/bgp-leaks-in-indonesia
https://labs.ripe.net/Members/suzanne_taylor_muzzin/new-in-ripestat-in-widget-comparison-and-monitoring

In-widget comparison 9

e Country Routing Statistics

.
Country Routing Statistics (de) 5D = “

& multi-resource

Select a country @] + Ace

at - Austria
bo - Bolivia, Plurinational State of
bq -~ Bonaire, Sint Eustatius and Saba
<d - Congo, the Democratic Republic of the |1 resclution in graph: per 1 week
hr - Croatia
gq - Equatorial Guinea

8000 gt - Guatemala

va - Holy See (Vatican City State)

ki - Kiribati

6000 kp - Korea, Democratic People's Republic of

ia < Lao People’s Democratic Republic

Iv - Latvia

fm - Micronesia, Federated States of

ms - Montserrat

L/"\\’_‘ @ - e
ru - Russian Federation

# of prefixes
S
3
=)
SNSY Jo #

2000 ae - United Arab Emirates
us - United States _—
e ——
um - United States Minor Outlying ISIands
%2004 2| YU - Ve 2012
ASN IPv4 IPvé
Germany (de) ASN (de) v IPV4 (de) wwe IPV6 (de)

{ Cick logend lem 10 toggie vialility of & sedfes )
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EXxercise:
Comparing Results

Refer to the exercise booklet




Tasks

81

e Compare the number of announced
prefixes for two networks over the
past two years using the widget
comparison page

e How does the Internet in Greece
compare to the UK? Use in-widget

comparison!
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Exercise:
RIPEstat Use Cases




Use cases 83

e How can you see whether someone

has hijacked your prefixes?

e How can you see whether you had

an outage?
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Questions? o4




RIPE Atlas




Overview 2 - RIPE Atlas

86

RIPE Atlas

Introduction to RIPE Atlas
What you can get from RIPE Atlas as a visitor

Exploring public probes

e Live Demo
Finding public measurements

e Exercise F: Analyse results
Creating a measurement

e Exercise G: Create a measurement
Network Monitoring

e Exercise H: Setting up ‘Status Checks’
More RIPE Atlas features
How to host a probe
Advanced topics

e Use cases and success stories
e RIPE Atlas anchors
* RIPE Atlas community

Measurements Tools Workshop




Introduction to
RIPE Atlas




Definition 88

e RIPE Atlas = global active measurements platform
e Goal: View Internet reachability
® Probes hosted by volunteers

e Measurements performed towards root name
servers
e Visualised as Internet traffic maps

e Users can also run customised measurements
e ping, traceroute, DNS & SSL

e Data publicly available
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RIPE Atlas coverage
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RIPE Atlas coverage %

Global RIPE Atlas Network Coverage

This map shows the locations of all RIPE Atlas probes, including those that are connected, disconnected and abandoned (meaning they have not been connected for a
long period of time).

Filter by ASN, prefix, or country. Just start typing:

2 o

\ f ~

(Google
L 4

. Disconnected () Abandoned
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Measurement devices o1

o vi1 & v2: Lantronix XPort Pro

e v3: TP-Link TL-MR3020 powered from USB port

e Does not work as a wireless router

e Same functionality as the old probe

e RIPE Atlas anchor: Soekris net6501-70

) RIPE

Measurements Tools Workshop




Probes photos 02

R RIPEATLAS '
RipE L ANGHORS I

" NCC http://anchorv2.ripe.net

Measurements Tools Workshop (B RI PE
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RIPE Atlas in numbers: August 2014

93

e 7,300+ probes connected

e 4,500+ active users this year

¢ 1,000+ built-in measurements daily

e 5,000+ user-defined measurements daily

e Available to hosts and members

e ping, traceroute, DNS, SSL

e Goal by end 2014:

e 10000 connected probes

Country

United States
Germany
France

United Kingdom
Russia
Nederland
Ukraine

Czech Republic
Belgium

Italy

Probes

749

723

616

518

400

385

171

157

156

136
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Contacting RIPE Atlas o4

e https://atlas.ripe.net
e Users mailing list: ripe-atlas@ripe.net

e Articles & updates on RIPE Labs:
https://labs.ripe.net/atlas

e Questions and bugs: atlas@ripe.net

Measurements Tools Workshop RIPE
. ” rt:ﬁf NCC


mailto:atlas@ripe.net

What you can get from
RIPE Atlas as a visitor




Internet traffic maps

96

© O O/ mxmaps - RIPE Atas — RIPE: x ||

< > C L& https://atlas.ripe.net/results/maps/

RIPE Atlas Home * About RIPE Atlas * Get Involved * Begults *  Login

Inmtemat Maps
You are here: Home > Data & Tools > RIPE Atlas > Results > Inte s -
Analyses & Use Cas
RIPE Atlas - Map Visualisations ... -
RPE Atlas Anchors

DNS root Instances

Shows, for each probe, which root DNS server Shows a companson of response tme for DNS
NS1ANCH 1he probe ends up quanyng. whaen they  SOA quenes 10 all the root DNS servers, For
83K & pAniCular root S&rver. |n OINer woeds, 1 2ach proDe, & MArker Shows the "Dast’ root
shows the "gravitational radius” for root DNS server with colour dentifying the related
SEIVEr NG1aNCes. MMM (85p0068 1me.

RIPE Atlas network extent

Shows | the particular fixed destination is Snows the extent of the RIPE Atlas network,
reachable or not from each probe. Red markers  with all active and Naciive peobeas.

indcate that the specific destination for these

POODES Are UVeachable and green reachable,

This map shows the reply time o the SOA
query of & particular root DNS server, over the
selactad ranspon protocol (UDP, TCP o
comparson of the two) for each probe.

Shows the astndution of prodes in the workd
using colouring 1o highlight the most populated
countries, Only up probes are taken nto
account.

the particular destination for each probe. The

mnmem / aveage / maximum vakes are based
on standerd "ping” measurements.

Shows the location of RIPE Atlas anchors,

Measurements Tools Workshop




Where is B-root? o7

Measurement: | b.root-servers.net

Google i .

<10ms <20ms <30mso <40mso <50mso <100mso <ZMmSO <300ms® <500ms.
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Probes per ASN (in RIPEstat) 08

KA

RIPE Atlas Probes (AS12322) ¢ %

Switch to table view
Found 255 RIPE Atlas probes in this network:

W Disconnected 27) ¥ Connected 215) W Abandoned (13)

-~

+ . S - ' ! o satellite
Belgium/< °' 30" Germany e

2

_Viennao® o

Gt A
=

Showing results for AS12322 as of 2014-08-25 10:35:20 UTC

source data
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Where we want to place probes %
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Articles, papers, use cases, experiences

100

o0 RIPE Atlas: Measurements With Tagged Probes Coming S¢:, .- e

w Suzanne Taylor Muzzin 255 — Sep 12, 2014 12:05 PM

wens e e wr  We've been busy working on a number of developments, and we're really e QVEV|d

D e BT e )

]| s il o sminnr X Fly Syl

walbl Gul; = el s ol G 059
pm 1942 2014 18 Lo i S = KhOramyar by O

s meswacess  Particular that will be ready soon: creating customised measurements using oamyar ol &l ﬁ ::sh o S “‘t;:":.‘ :*‘lexn:';; Vlajlow
Resmaacsss  Learn more about it - along with some other recent additions - and let us 122 : 8 cansy - ’ ’ o
pen 12:52 2013 /https://atias.ripe.net : ulbl 05y ouw; culw 9

Tags: atlas, measurements, 100is

o0 Time Warner Cable Outage
h"',""—""d Emile Aben % — Aug 28, 2014 04:50 PM

times 52 :Has thanked
Umes 57 :Been thanked

1Sl SrgS UlSlgls
©  Probe |, Ll TPUNK oS i Jl 5SxsS St 390 131 25 G0l seeti b cxdly Gloluw
)i Aslaie Mazl o G, w0 ) s 03,5 Jeas sSargS Sla Sasts Ll
Je 3 il Sl cusild @ g aiSn ol | il paliae Sle 8 )l Glolaie

v ST DHCP JSgiay @ #3390 wip Seop J 18,8 00l8 (il 3 2iSen Jain ol)ls

U agwil; gumiaw 3She 8 pulad Gy Guaiaw 3S1e b iyl b g 03,5 Cal,s
sy plad | uld i ax oS Jsawe giws o SonlS ol @ Ogey, ©go

G i 9 Ping - Traceroute Jis S ol Sl gaws Jold 1o s ol
weal Lpd Jliol 9 DNS Jis S0

- . The Time Warner Cable network suffered an outage on 27 August 2014 betwq
T approximately 9:40 and 10:55 UTC. We looked at some interesting details of |
) ~ RIS and RIPE Atlas.
Tags: atlas, routing

0 RIPE Atlas Midsummer Update 2014

w Fatemah Mafi #7€ — Jul 24, 2014 05:30 PM

o

) == Since RIPE 88 in Warsaw, the RIPE NCC has developed and released new featy
Y ' ! ~ Atlas. We would like to inform the community of what we've been working on and
O " benefit from the RIPE Atlas service.

Y
3 ._.{?_C o
Tags: atias, statistcs

o How RIPE Atlas Helped Wikipedia Users

*""“ﬂ Emile Aben #5 — Jul 09, 2014 12:25 PM

I ok . . Engineers from the Wikimedia Foundation and the RIPE NCC recently collaborat
~ project to measure the latency of Wikimedia sites for users worldwide. Together,
' ways to decrease latency and improve performance for users around the world.

<BBLIADHBEDRM =

FEORE (UDM) £8RLUTHEETSZ £ HIETY. My Atlas>Measurements>New
Dy 20 THRAREFERULEY, EROREANOHMCE "JLIY M, MFRSBREBDET,
FOWMBMICH U T (40MERERMT 52216007 LYy bR ES) WE->TUVE, U
TraceRoute TS EICHR (pingiX1BIKDE3Z LYy FEAR) 2hEY,

biglobe (ping.mesh.ad.jp) ~ADUDM
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Looking up public
probes




Logging-in 102

e Create an RIPE NCC Access account

o Same for LIR Portal, RIPE Atlas, RIPEstat, RIPE Labs...

e Advanced

e ‘LIR contact’: additional benefits!

e Membership benefits for RIPE Atlas
e Share probe management with LIR colleagues

e Historical RIPE Database view in RIPEstat

e Add yourself as ‘contact’ in LIR Portal
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Searching for Probes

103

_ My Atlas / Probes
Filter based on

ASN, Country,
Location...

You are here: Home > Data & Tools >

RIPE Atlas Home Results + My Atlas: BECHA (Xs4all) -+ Logout

Probes

Measurements

, ., , Credits
Filter by id/asn/location/country/Qescriptii. Connected B

“a»

- APl Keys
My Favourite Probes My Sponsored Probes Public Probes Anchors
Sponsorships
Id ASN v4 ASN v6 Country  Description inection Status
Settings
i*i &4 days, 4 hours o’
- AirJaldi & 3 days, 20 hours o’
®
v & 5 days, 3 hours o’
+@,
Possible to
= o W -’\
*l MG-Home O 1 week
mark probes as
favourites i‘i Afilias YYZ1 & 1 week, 5 days -
20825 4739 4739 ﬂ & 2 weeks, 5 days o’
20488 5769 5769 i "’i Letiprobe & 1 day, 20 hours o’
20444 5607 »-‘IVA' Cam & 1 day, 11 hours o’
< |
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Probe page - live demo 104

£7f Randomdata hackerspace x| \

/
¥ £ https://atlas.ripe.net/probes/4170/ Q

5

RIPE Atlas Home -+ About RIPE Atlas + Getlinvolved + Results - My Atlas: BECHA (Xs4all) - Logout

You are here: Home > Data & Tools > RIPE Atlas > Probes > Probe #4170

R = =

Randomdata hackerspace = o 1 weok, 3 days
e #4170
General Information Network Information Results from Built-in Measurements User-defined Measurements 4650
. Architecture
. »
General Information Connection & Traffic , clbevt
MAC Address
d 4170 == pr— 00:80:A3:91:41:79
MAC Address 00:80:A3:91:41:79 10k
Architecture probev1 — o
Sk e | E——
Firmware Version 4650 I I AR AL l nal l ; ,'Tﬁ-en {Mep -
1ul . _nc:ecl 3
Router Type 0 - . | ; 1 Tuindorp
Bandwidth Limit Not set . - .
Connected Time & 1 week, 3 days Noordoost door
DNS Entry Off echt = Voorvels
. \ Zeeheldenbuurt
Shared Publicly Yes CotienbiNt /; Hengeveidstraa’l;g
Tags NAT ‘ _ . ! :eedsxraé'ieq/\ ( Wittevrouwen ~ '
AIIQIIS! npcltorcnqracm A o
' 7. Buiten ¥
Management Sharing Utrecht ~JYitevoumen. 5, zhen
Srgdabuténgracht. Schiset:

Binnenstad ” ‘
Only the probe host is permitted to administer this probe. \ Oudwijk
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Zoomable ping graph 105

 Replace multiple RRDs graphs: zoom in/out

in time, In the same graph
e Easier visualisation of an event’s details

o Selection of RTT class (max, min, average)

e e et e et p  (EANEY R

RIPE Atlas Home + ABOUIRIPEASas + Getlwolved -+ Resuls « My Asas: Christian Teuschel -+ Logout

You are hare: Homw > Deta & Toon > AP Aas
My Probes  PublicProdes  FELDILILADFI2C *  F8:D1:11:A9:F3:2C, None *

FB:01:11:A9:F3:2C, None
Fracenste 10 Fest HOp 192.188.1.1

rrert dats poird resckion: no aggregstion applied

10
ﬁ
: M
.
=
) M&

Minimum  Average Maximum ’Sthpoocml.
0.4%4ms  0.56ms 0.622ms
—R.’TA»\; 0.504ms 0.6ms 09m OG&m

w— AT Max 0564ms O0%4ms  6631m 3.048ms
0 No dsta 0% o0>0% e>30% =>680% 1009:. Pkt Loss 0 O Pkis sent
Showing results for 10090/ from 2013-00-04 06:45:40 UTC 1 2013-09-04 14:41:42 UTC

P g,
7 = 9%,
‘,5“’ JB30N,

£ 55140
\%ﬁﬂ abv 00:Adl:
iosbfo8 SO |
1352001 ey
A\ e “.y)l"
X 000-H0f 1 55
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Finding Results of
Public Measurements




Looking up measurement results

107

e Log in to atlas.ripe.net

e Go to “My Atlas” > “Measurements”

¢ Tip: fast-forward to the last page ;-)

| My measurements J Public measurements

D ~ Type Origin Target
1000002 Ping Area:EU(10) atlas ripe.net
1000005 Traceroute Area:WW(10) furmint kistel.hu
1000010 Ping6 Area:WW(8) 2001:500:14:6015:ad::1
1000011 Traceroute6 Area:WW(8) 2001:500:14:6015:ad::1
1000017 Ping Area:WW(1) 64.147.85.24
1000018 Ping Area:WW(1) 64.147.85.24
1000019 Ping Area:WW(5) 91.199.39.2
1000020 Ping6 Area:WW(10) 2001:500:14:6049:ad::1
1000021 Ping Area:WW(10) houser.karrenberg.net
1000022 Ping Area:WW(10) kbg.karrenberg.net
1000023 Ping6 Area:WW(10) 2001:980:3500:1:220....
1000024 Ping Area:WW(1) 84.205.72.1
1000025 Ping6 Area:WW(1) 2001:7fb:fd02::1
1000035 Ping Area:WW(10) 94,100.125.129
1000036 Ping Area:WW(10) 94.100.126.15
1000037 Ping Area:WW(10) 94.100.112.1

Page 10f221| P D] | & | Clear Filters

#Probes (reg/low/cur)
10/5/7
10/57/0
8/4/0
8/4/0
17170
1/1/0
5/1/0
10/570
10/9/0
10/5/0
10/57/0
1/1/0
1/1/0
10/5/70
10/5/0
10/5/0

Status

Ongoing
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped

Start Time c. (UTC)

2011-10-27 10:15
2011-11-16 10:33
2011-11-18 10:00
2011-11-18 10:01
2011-11-18 16:43
2011-11-18 16:45
2011-11-18 17:01
2011-11-1817:10
2011-11-20 12:22
2011-11-20 12:22
2011-11-20 13:00
2011-11-20 17:37
2011-11-20 17:43
2011-11-22 15:59
2011-11-22 16:00
2011-11-22 16:02

Measurements 1 - 30 of 6621

End Time c. (UTC)
Never
2012-10-24 08:22
2011-11-23 10:00
2011-11-23 11:00
2011-11-23 16:17
2011-11-23 16:17
2011-11-29 08:00
2011-11-29 11:49
2011-11-21 13:00
2012-08-02 19:52
2011-11-21 14:.00
2011-11-23 18:00
2011-11-23 18:00
2013-04-29 10:26
2013-04-29 10:25
2013-04-29 10:25
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Searching for msm by type

108
iMy measurements Public measurements
ID & Type Origin Target De
1000011  Traceroute6 41 Sort Ascending )0:14:6015:ad::1
1000044 Traceroute6 f\ l Sort Descending as.fbi.h-da.de.
1001615 Traceroute6 .no Tra
1001859  Traceroute6 Columns ) Fa IPv
1002007 Traceroute6 )
Filters ¥ | 7] One-off
1002008 Traceroute6 Ty oo !
1002015 Traceroute6 AreaWW(7... 2a02:a ] Ping !
1002020 Traceroute6  Area:WW(7... 2a02:a .| Traceroute |
1002021 Traceroute6  Area:WW(7... moe.n{ . | Ping6 |
1002022 Traceroute6 AreaWW(7... ipv6.d Traceroute6 !
1002023 Traceroute6 AreaWW(7... www. "] DNS !
1002024 Traceroute6 AreaWW(7... 2A02: | DNS6 }
1002025 Traceroute6 AreaWW(7... servic !
] HTTP
1002027 Traceroute6 AreaWW(7... 2a03: !
1002028 Traceroute6 AreaWW(7... 2001: ] HTTPe !
1002029 Traceroute6  Area:WW(7... 2A02: | Traffic n
1002030 Traceroute6 Area:WW(7... 2A03:5 | | SSLCert |
1002031 Traceroute6 AreaWW(7... www. | SSLCert6 !
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Downloading measurement results 100

e Click on msm, then “Download”

e Or go to URL
e Or use the API
e Results in JSON

e Libraries for parsing

available on gitHub

You are here: Homa > Dala & Toos > AIPE Atas
My measurements | Public messurements | 1733329 - wwwaseiljp *

1733329 - www.selljp

poves | v
www.seil.jp

IPv4 TRACEROUTE measurement to www.seil.jp (#1733329)
2014-08-25 07:21 UTC - 2014-08-25 07:45 UTC

Probes Download the Results

Initial Requested: 30

Allocated: 30 Start Date: | 2014-08-25 :

All probe scheduling requests fulfilled: yes Stop Date: | 2014-08-25 :
Costs Format: ISON

Per result: 30.0 credits

Per day: 86400 credits & Download
Arguments

Interval: 900 seconds Direct download URL:

Resolve on probe: Yes : :
https ://atlas.ripe.net/apilv 1/measurement/1733329/result/

Firsthop: 1

Paris: 1

e https://github.com/RIPE-NCC/ripe.atlas.sagan

e https://github.com/RIPE-Atlas-Community/
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https://github.com/RIPE-NCC/ripe.atlas.sagan
https://github.com/RIPE-Atlas-Community/

Anchors mesh visualisation 110

e Multiple ping measurements in one view
o Stacked chart and interactive control panel
e Go to Results > Anchors > choose one from the

list > ping

https://labs.ripe.net/ == l SESSSSSSrESSSsIE s ——
Members/massimo candela/ @ “_—Ml_ EEEETVINIEEENI NN -

seismograph-user-guide

f"!;’?‘f}’j!(j VFEEEENNFNNEY,
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https://labs.ripe.net/Members/massimo_candela/seismograph-user-guide

Search for msm by target in RIPEstat 11

RIPEstat — Internet Measurements and Analysis

(8]
D[I’ﬁ] + .fj https & stat.rlp-e.net widget/atlas-targets#w.resource=8.8.8.8

You are here: Home > Data & Tools > RIPEstat > atlas-targets

| Go to “RIPEstat > RIPE Atlas Measurement Targets (8.8.8.8)

“RIPE Atlas Activity” [~

8.8.8.8
Show [ 10 % ]targets/page Search:
:\[/:I)easurement ~ Stopped + Type $ ;I;Darget ¢ Target Hostname
1040720 ‘@& ongoing ping gggsg 9ocdle-public-dns-
a.google.com
1006491 (& ongoing traceroute 8.8.8.8  not specified
1006192 (@& ongoing ping 8.8.8.8 not specified
1004827 @ ongoing traceroute 8.8.8.8  not specified
1002630 ‘@ ongoing ping 8.8.88  notspecified
2014-02-24 |

1478085 @& A e dns 8.8.8.5  not specified

P RN
Y 4 B30,

i3 W
iogpfo8 W
12352001 B/
> “:Ur N c c
B aoros
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Use existing measurements! 112

® There are many measurements already running!

e Search for existing public measurements first

e ...Only then schedule your own measurement if

you don’t find what you’re looking for

Measurements Tools Workshop




Exercise: Analyse
Measurements
Results

Refer to the exercise booklet




Creating a
Measurement




Scheduling a measurement 115

e Log in to atlas.ripe.net
o “My Atlas” > “Measurements”

e “New Measurement” or “One-off”

e Most are periodic and last a long time
e Choose type, target, frequency, # of probes, region...

e You will spend credits

e https://atlas.ripe.net/doc/udm
® Or use the API:

e https://atlas.ripe.net/docs/measurement-creation-api/

e
” %%,
Yy 4 JBA,
f £ 51200
f#s8:20 080!
g of ¥
123520 s/
v
D e
00Of 195
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https://atlas.ripe.net/docs/measurement-creation-api/

Credit system

116

e Measurements cost credits
e ping = 10 credits, traceroute = 20, etc.

e Why? Fairness and to avoid overload
e Hosting a probe earns credits

e Earn extra credits by:

e Being a member
e Hosting an anchor

e Sponsoring probes

https://atlas.ripe.net/doc/credits
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https://atlas.ripe.net/doc/credits

Credits overview

. 117
My Atlas / Credits
RIPE Atlas Home -+ About RIPE Atlas + Getinvolved -+ Results -+ My Atlas: Vesna Manojlovi Staff Pages + Logout
i Probes
You are here: Home > Data & Tools > BIPE Atlas > My Atlas > My Credits
Measurements
Account Information Give credits =
eys
to someone S
Sponsorships ® 14,825.52 credits / hour
Ambassador Probes
. N l' —
(@ History WTRELEERLG LN = Transfer Claim 1 Million Credits
History IPv6 Connectivity Test

Quick Look
Settings

20M-

15M-

10M-

5M-
0M1 1 ] 1 1 1 1 1 1
6 Jun 18 Jun 28 Jun 8 Jul 20 Jul 30 Jul 9 Aua 18 Aua

Download Credit Archives 2 Format 4 Download

Current Consumption
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Exercise:
Create a Measurement

Refer to the exercise booklet




Network Monitoring




Network monitoring 120

® Network operators use tools for monitoring network
health

e Nagios & Icinga
® Tools receive input from RIPE Atlas via the API

e Benefits:

e pings from 500 out of 6000+ probes around the world
o See your network from the outside

e Plug into your existing practices

Measurements Tools Workshop




Integration with monitoring systems 121

1. Create a RIPE Atlas ping measurement

2. Go to “Status Checks” URL

3. Add your alerts in Icinga or Nagios

* icinGA

www.icingaor

Measurements Tools Workshop RIPE
. ” rt:ﬁf NCC



Creating Status Checks 122

e Status Checks work via RIPE Atlas' RESTful API

e https://atlas.ripe.net/api/v1/status-checks/
MEASUREMENT ID/

e You define the alert parameters, for example:

e Threshold for the percentage of probes that successfully

received a reply

e How many most recent measurements to base it on

e What is the maximum packet loss acceptable

e Documentation:

o https://atlas.ripe.net/docs/status-checks/

Measurements Tools Workshop




Icinga examples 123

e Community of operators contributed configuration
code!
e Making use of the built-in “check_http” plugin

e GitHub repo examples:

e https://github.com/RIPE-Atlas-Community/ripe-atlas-

community-contrib/blob/master/

scripts for nagios icinga alerts

® Post on Icinga blog:

e https://www.icinga.org/2014/03/05/monitoring-ripe-atlas-

status-with-icinga-2/

e
4 oy,

y & PLUENC
f £ 5100
f#s8:20 0:A88
fing:of ¥

121520 s/

14
D
\SO0OF 1957
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https://github.com/RIPE-Atlas-Community/ripe-atlas-community-contrib/blob/master/scripts_for_nagios_icinga_alerts
https://www.icinga.org/2014/03/05/monitoring-ripe-atlas-status-with-icinga-2/

Exercise: Setting up
“Status Checks”

Refer to the exercise booklet




More
RIPE Atlas Features




Latest results API 126

o https://atlas.ripe.net/docs/measurement-latest-api/

e Widget monitoring value in real time (100 probes pinging

websites worldwide)
e Alert based on average measurements per hour
e Big network event, e.g. Internet outage in a region

e DNS domain monitoring; configurable measurements

using 10 RIPE Atlas anchors
e https://labs.ripe.net/Members/

suzanne taylor muzzin/ripe-atlas-latest-results-

api-and-parsing-library
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https://atlas.ripe.net/docs/measurement-latest-
https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-latest-results-api-and-parsing-library

Secure creation & sharing of measurements

e Use API keys to:

e Create measurements without logging in

e Securely share your measurement data with others
e To create, manage and delete API keys:

o https://atlas.ripe.net/keys/

e https://atlas.ripe.net/docs/keys2/

e Examples:

e https://atlas.ripe.net/docs/rest/
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https://atlas.ripe.net/keys/
https://atlas.ripe.net/docs/keys2/
https://atlas.ripe.net/docs/rest/

Security aspects 128

® Probes:

e Hardware trust material (regular server address, keys)
e No open ports; initiate connection; NAT is okay
e Don’t listen to local traffic

e No passive measurements
e Measurements triggered by “command servers”
* Inverse ssh tunnels
e Source code published

e Reported vulnerabillities:

e htitps://atlas.ripe.net/docs/security/

Measurements Tools Workshop



https://atlas.ripe.net/docs/security/

Additional membership benefits 129

e RIPE Atlas:

Guaranteed probe application

Do NOT have to host a probe in order to perform

customised measurements

1,000,000 extra credits monthly via LIR Portal
“Quick Look” measurements via LIR Portal

IPv6 reachability testing (free - no credits needed)

Sharing probe management with LIR colleagues

¢ RIPEstat:

Historical view of RIPE DB objects

Measurements Tools Workshop




How to Host a Probe




Hosting a probe 131

1. Create a RIPE NCC Access account
2. Go to https://atlas.ripe.net/apply

3. You will receive a probe by post

4. Register your probe

4. Plug in your probe

o If you receive a probe from an ambassador
(trainer, sponsor, someone at a conference),

just register it and plug it in!
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Questions? | 132
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