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Our research interest: the Internet AS-level ecosystem

Tier 3 Network Tier 3 Network
(multi-homed ISP) (single homed ISP)
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Internet users
(business, consumers, etc)

Why is it important?

o To identify Internet topological properties and drawbacks

o To build realistic network topology generators for simulations

o To evaluate the effectiveness of new protocols
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Classic BGP route collector concept
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Route collectors collect routing information and not user traffic |
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BGP route collector projects

University of Oregon Route Views Project m

Route Views was originally conceived as a tool for Internet operators to obtain real-time
information about the global routing system from the perspectives of several different
backbones and locations around the Internet. It collects BGP packets since 1997, in MRT
format since 1997

http://www.routeviews.org

RIPE NCC Routing Information Service (RIS)

RIPE Ncc RIS The RIPE NCC collects and stores Internet routing data from several locations around the
AIPE NETWORK COORDINATION CENTRE N . !
globe, using RIS. It collects BGP packets in MRT format since 1999
https://www.ripe.net/analyse/internet- measurements/routing- information- service-ris

Packet Clearing House (PCH)

PCH is the international organization responsible for providing operational support and
security to critical Internet infrastructure, including Internet exchange points and the core
of the domain name system. It operates route collectors at more than 100 IXPs around

the world and its data is made available in MRT format since 2011 Packet Clearing House
https://www.pch.net/resources/Raw_Routing_Data
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Beware of data completeness!

Feeders connected to route collectors (June 4th, 2017)

@ 2747 ASes announcing v4 data, 1606 announcing v6 data
o 388 ASes share full v4 routing table, 318 their full v6 routing table

A view from the top A view from the bottom

—> Cc2p

— p2p
------ invisible

—> C2p
— p2p
------ invisible

Nowadays most p2p connectivity (IXPs) is invisible to route collectors
@ Many feeders are located high in the hierarchy

@ Many feeders are RC peers instead of “providers”
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How much incomplete?

It was possible to discover the full connectivity of:
@ 645 out of 9381 ASes (6.88%) which transit v4 traffic for other ASes
@ 322 out of 3007 ASes (10.71%) which transit v6 traffic for other ASes

v4 ASes vb ASes v4 ASes vb ASes
Albania 0 (0%) 0 (0%) Macedonia 0 (0%) 0 (0%)
Bosnia and Herzegovina 0 (0%) 0 (0%) Montenegro 0 (0%) 0 (0%)
Bulgaria 7 (5.11%) | 2 (3.22%) Romania 6 (3.31%) | 7(9.58%)
Croatia 2 (4.65%) | 2 (8.33%) Serbia 0 (0%) 0 (0%)
Greece 7 (10.29%) | 4 (9.75%) Slovenia 2 (4.54%) | 3 (11.53%)

Do AS administrators see any direct outcome in sharing
their routing information?

E. Gregori, A. Improta, L. Lenzini, L. Rossi, L. Sani, " A Novel Methodology to Address the Internet AS-level Data
Incompleteness” , in IEEE/ACM Transactions on Networking, pp. 1314-1327, Volume 23, Issue 4, August 2015 6/19




Isolario project

Objective: push more ASes to join

The more the ASes, the more the completeness of public BGP data

Isolario - The Book of Islands

“where we discuss about all islands of the
world, with their ancient and modern names,
histories, tales and way of living...”

Benedetto Bordone
(Italian cartographer)

Approach: Do-ut-des

o Participants open a BGP session with Isolario providing the BGP full
routing table and its evolution over time

o In change, Isolario offers real-time applications based on the
aggregation of every routing information collected
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Isolario system overview

Incoming BGP flows are used as real-time streams

for services dedicated to participants J
Isolario system
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Results are provided to users via WebSockets
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Enhanced BGP Route Collector

Incoming flows are duplicated as soon as they arrive and feed both the
Route Collecting Software (RCS) and service modules J

ERC
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System | Service 1 <«
core . — e« Dispatcher e
: Service i <
| I—
BGP
oy ————— RCS & session
Legend
MRT ‘?'ata o<«—BGP flow o< filtered BGP flow
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As usual, RCs only collect routing information and not user trafﬁcJ
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Isolario free services for feeders

Every feeder has free access to a set of services tailored to monitor and
analyse BGP data coming into Isolario system

Historic services

72
Real—t'me services . B o o progrees
I M @ Routing table viewer

<A BGP flow viewer

@ Subnet reachability

v

Routing table viewer

Website reachability

[Z) Alerting system

272 Subnet reachability
- ‘ @ Daily report

Please, feel free to try our real-time services!

https://www.isolario.it
Username: guest
Password: guest
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https://www.isolario.it

Isolario free services for feeders

Every feeder has free access to a set of services tailored to monitor and
analyse BGP data coming into Isolario system

Historic services

78
Real—t'me services . M work n progress
I . @ Routing table viewer

<A BGP flow viewer

@ Subnet reachability

v

Routing table viewer

Website reachability

[ Alerting system

277 Subnet reachability
- ~ @ Daily report

Please, feel free to try our real-time services!

https://www.isolario.it
Username: guest
Password: guest
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Subnet reachability

Allows to analyse in real-time the routes that every Isolario feeder
is announcing to Isolario to reach a portion of the IP space
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== Isolario real-time visualisation with BGPlay

o BGPlay is an open-source tool for the visualisation of BGP routing

@ Thanks to the close collaboration with Massimo Candela (RIPE NCC)
we integrated in Isolario the BGPlay real-time version
(http://bgplay.massimocandela.com)

BGPlay is currently
integrated in SR J

12/19



Alerting system

Alerting system
o BGP attributes: BGP UPDATEs matching attributes of interest

o Flap events: a prefix UPDATE rate is larger than a threshold
o Hijack attempts: BGP UPDATEs hijacking a feeder subnet

o Prefix reachability: (un)reachability of prefixes of interest

Alerting Management Notfcations | Cunentconfigured alers:
Greato now aert |
General Alert Options. BGP attributes
Avallable feeder IPs Alert Type [ Prefix | [ Prefixsubnet | [ Community | [ Prefix Related |

2725401 (ASN 65001)
C127.2540.10 (ASN 65010)
C127.2540.11 (ASN 65011) Fiop Detecior

1127.254.0.13 (ASN 65013) Session Watchdog
[1127.254.0.19 (ASN 65019)

CI127:254.02 (ASN 85002) Hick |

| [ ASpathend | [ ASpathsubstring | [ ASpathbegin | [ ASpathexact |
BGP atributes

Q [ orgin ][ Aggregator |

[1127.254.0.20 (ASN 65020) Reachabilly
(1127254021 (ASN 65021)
1127.254.0.22 (ASN 65022) [5]  Action upon event You can specify one or more BGP attriute types on which the moritoring will run. Multple types can bel

combined by means of and/or operators and round brackets. For each attribute type you can insert one of -
Femai R more values that the attribute should match. The system will report any BGP_UPDATE message advettss
by one of the selected feeder IPs matching the inserted attrbutes.

Save Alert CIPOST HITRLS)
EXAMPLE 5

Current BGP attribute types selected
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@ Daily report

Summary about the feeder
inter-domain routing status as
perceived by the Isolario system

v

For example

Routing statistics
o #Announce, #Withdrawn

@ Most (un)stable prefixes

Reachability statistics
@ Inbound reachability
BGP attributes statistics
@ AS path anomalies

1 General statistics

Analysis start date: Thursday 21 May 2015 at 00:00:00
Analysis end date: Thursday 21 May 2015 at 23:59:59

Number of non overlapping IPv4 space covered!: 2799704260 (98.581001 %)
The remaining 1.418999 % is covered by a default route

Packets received: 227490
Teeder status at end date: up

Downs experienced since start date] Tigure 1: Amount of packets roccived per hour

- . .

5 AS statistics

ASes seen: 50241

Private ASes: 34 (0.067 %)

Public ASes: 50207 (99.931999) 8 “**
£
]

Public ASes on 16 bits: 5
< 2000

Public ASes on 32 bits: 734
Number of public ASes at start]
Number of public ASes at end
Difference: +53 ASes (+0.105

Hour

Total number of subnets perceived as proprietary: 1

Subnet
192.65.131.0/24

Number of events related to proprietary subnets: 0
Number of announcements related to proprietary subnets: 0
Number of withdrawns related to proprictary subnets: 0
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Summary: how to use Isolario?

Real-time services

Something is happening
How is my RIB(s) evolving?
How is my reachability affected?

Alerting System

Something is happening NOW!
Check real-time services!
Do something! (if needed)

Daily report

Did something happen yesterday?
Check historic services!
Do something! (if needed)
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Current participants

Slovenia: 1

Liechtenstein: 1
Austria: 1
India: 1
South Africa: 1
Mexico: 1
United Arab Emirates: 1
Estonia: 1
Brazil: 1

Italy: 26

Switzerland: 2

United Kingdom: 2
Netherlands: 3

Canada: 3

United States: 3

Germany: 5

49 v6 sessions }

66 v4 sessions )
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What we provide to the research community?

MRT data (same format as RIPE RIS, Route Views, - - -

O RIB feeder snapshots every 2 hours
Q UPDATE collections every 5 minutes

Periodic analyses (daily, weekly, monthly, - - )
@ AS characteristics
@ Feeder contribution
© Total coverage of RCs

Open source software

Q Interactive Collecting Engine (ICE)
@ MRT Data Reader
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What's next?

Research topics

@ Routing anomaly detection
o Pattern recognition in BGP attributes

o Geographical analyses
o External data sources plus BGP data
o Traffic data
o Economic data
o Spam data
o

Isolario to improve the quality of the Internet
We are open to any kind of research collaboration, just contact me

luca.sani@iit.cnr.it
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Thank you for your attention

Join us and help us to unveil the Internet AS-level structure!J

To participate, contact us at:
info@isolario.it 19/19




