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Croatian National CERT (HR-CERT)

* mission: Promoting and preserving information
security of public information systems in Croatia

 staff: 9 employees and 2 external co-worker

« established 2008. in accordance with the Croatian
Information security act as an organisational unit
within CARNet

e 1996 - 2008, CARNet CERT had the role of national
CERT until foundation of HR-CERT

CER‘ ‘



Information security act

V NATIONAL CERT
Article 20

(1) CERT is the national authority competent for prevention and protection
from computer threats to public information systems in the Republic of
Croatia.

(2) CERT is a separate organizational unit that shall be established within the
Croatian Academic and Research Network (hereinafter: CARNet).

(3) CERT shall harmonize procedures in case of security computer incidents in
public information systems occurring in the Republic of Croatia or in other
countries and organizations when they are related to the Republic of
Croatia.

(4) CERT shall harmonize the work of the bodies that are working on the
prevention and protection from computer threats to public information
systems security in the Republic of Croatia and shall determine the rules
and modes of joint performance.

N _

@ CARN et E‘E’i‘i

nnulsn nuo(usuu mnun- <<<<<<




HR-CERT Constituency

Croatian residents(home end users)

* business subjects (companies, banks etc.)
« |ISPs and their Internet abuse services

* Hosting providers

 public institutions and other organizations
« all Internet users in Croatia except:

« government bodies (— ZSIS CERT)




HR-CERT proactive measures

 constantly monitoring the computer security field and
disseminating information(web news)

* publishing security alerts for discovered software
vulnerabillities and patches if available —
advisories(mailing list, more than 2000 advisories per
year)

 vulnerability scans(CARNet external and internal)

* publishing white papers for various audiences
(general public, technical staff, managers)

* publishing brochures about information security on
Internet for Internet end users
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4 issued brochures about internet security
distributed via daily newspapers

Nacionalno srediite acionalni

. .
@ CARNet o

.. Sigurnije na

lﬁ?Like m

Sigurnije

internetu poslovanje Opasnosti| @ carnet E
= na Internetu Facebooka | B
SEH ZASTITITE
PRIVATNOST
T NA
FACEBOOKU
YESHD
3

o
3 0O AD Db
Ry o~ [ By vine T & Ty o>

@& CARN et

@ CARNet g

HRVATSXA AKADEMSKA | ISTRAZIVA tu
CROATIAN ACADEMIC AND RESEARCH



HR-CERT Reactive measures

* Collection and correlation of incident information
related to HR-CERT constituency

« Main CERTSs task: analysis and removal of malicious
content/software from internet(asap)

 coordination of solving major incidents including at
least one side from Croatia

« Forensics regarding network, php, javascript, html,
logs, malware etc.
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system(SRU@HR)

3. Dissemination of information
towards the NCERT ticketing

system and ISPs

>

Collection of incident data by early detection

1. Gathering information
from various Internet

sources

2. Analysis and filtering
of interesting incidents
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5. Generating reports

on demand from the
data stored in the
database
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4. Manual incident
handling and entry into
the database
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Incident types handeled by National CERT

 attacks against particular services, hosts or entire
network infrastructures (DoS,DDoS)

« server compromise (web, mail, ftp, ssh...)
 client compromise (malware analysis)

« unwanted network activities (port and vulnerabllity
scans, brute force attacks)

* network misuse (sending spam etc.)
« phishing and other Internet frauds




Cooperation with other organizations

* Relevant authorities in Croatia:
 Information Systems Security Bureau - ZSIS CERT
 Office of the National Security Council — UVNS
Signed MoU with:
* Ministry of Interior
« Ministry of defence

* International cooperation with foreign CERTSs:

« Forum of Incident Response and Security Teams
(FIRST)

« TERENA Working Group TF-CSIRT

. Cooperation with ENISA, CERT-EU




SRU@HR Early incident detection system

* based on passive Internet monitoring

* In-house developed system for detecting known
Incidents on the Internet related to Croatia

 fetches data from 20+ internet feeds about incidents
 dally analysis of over 100.000 incident reports

 provides graphical views of incident occurrences,
distribution across ISPs or hosting providers, trends Iin
number of incidents and bots
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Reported incidents in the year 2014

SRU@HR

Kretanje broja incidenata u vremenu

HR-CERT
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Bot trend in the year 2014

SRU@HR

Kretanje broja prijavljenih botova u vremenu

HR-CERT
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Incident types in the year 2014

HR-CERT Udio vrste incidenata SRU@HR

Phishing URL 334

Phishing URL 334
30.47%

— Web defacement 389
= Phishing URL 334

= Malware URL 221

- OKR 34

= Phishing 28

= DoS 25

Malvare URL 221 Spam URL 20

- Crar 9

= NMA 12
= Ostali incidenti 11
- C&C7

veb defacement 383

L Ostali incidenti 11
CRC 7
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globalsecuritymap.com

Lastis most
9 Croatia secure

lobal HE rank: #184 of 219

Overall HE TTOex. 0.9

IP transit: 891,648
IP originate: 2191616
Show country

Country cyber security scores

Name HE-Index C
> Spam 377
> Malware 376
» Badware 201
» Botnets 2T
» Phishing 6.6

Data breaches o
» Cybercrime hubs 1076
» Current events 103




Current activity-participation in ACDC project

the Advanced Cyber Defence Centre 2 b
a European project co-funded through the

CIP/PSP programme




ACDC-advanced cyber defence centre |

UNITING A COMMUNITY G

Internet Service Providers, CE'?""_; ISw enicreement agencies, IT providers, National
Research and Education Networks {NRFNIc;, Academia and critical infrastructure operators.
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ACDC www.acdc-projecteu |
[ B
€CO rcinkon AtOS | @ (o camer @y, Fowenscn A BERT S0, @acmoma FFrauhofer 6 ifls)

e

,bcu ntre
'""'°°( fuDelftiss: Q¥<ram, bOQll BB oOmontmge  iscom . oo

L*SEC BE Microsoft  signal s [ N SXSTELECOM

.....

KU LEUVEN




ACDC-advanced cyber defence centre Il
« The goal of the project is to implement EU-wide
platform for fighting against botnets

« CARNet with National CERT is the member of ACDC
consortium

« CARNet role in ACDC project:

« development and operations of 3 network sensors
* Spamtrap
« web honeypot
« passive DNS

* Development and operations of ACDC anti-botnet
national support centre
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ACDC platform architecture
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Malware URL detected by spamtrap and

honeypot

Spamtrap Malicious URLs

Showing 1 to 25 of 5,303 entries Search:

# Sender v Sender's CC Time Url Url's CC
800456 14.168.39.123 VN 2015-03-08 05:22:36 Tirulmenti.net/backup.html

800442 189.137.232.83 MX 2015-03-08 05:18:06 mwn himl }
800439 78.83.106.135 BG 2015-03-08 05:17:30 http://rulmenti.net/backup.html RO
800370 86.43.102.120 IE 2015-03-08 03:37:50 http://arabian-star.com/backup.html 0

800347 190.130.177.225 2015-03-08 03:09:29 http://arabian-star.com/backup.html

Honeypot collected attacks

Search:
Message ID, Sensor UUID Attacker IP Timestamp Attacker Last Seen Src port Dest port Protocol Country Attack Type
(-) 3087987 glastopfNCERT 198.204.243.117 2015-03-08 01:01:19 2015-03-08 00:52:40 61046 80 http us rfi
id UR Last seen Type
497138 http:/Mww.plug.eu/a/BhUR9 2015-03-08 00:52:40 malware url
3087934 glastopfNCERT 89.36.66.174 2015-03-08 00:30:12 2015-03-08 00:23:15 45252 80 http VG rfi
(+) 3087932 glastopfNCERT 104.194.197.88 2015-03-08 00:30:11 2015-03-08 00:22:56 32781 80 http
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Detected fast-flux domains

Collected Fast Flux Domains

Showing 1 to 30 of 560 entries Search:
# Name First Seen v Last Seen Detected
826 firehordersg.com 2015-02-16 11:13:36 2015-02-26 12:40:54 2015-02-24 10:00:01
825 toyootacrusernow.net 2015-02-08 04:27:59 2015-02-08 04:27:59 2015-02-15 10:00:02
823 ronaldogo.ru 2015-02-06 07:38:24 2015-02-20 07:13:38 2015-02-13 10:00:01
824 bandcump.com 2015-02-05 20:17:17 2015-02-05 20:17:17 2015-02-13 10:00:01
822 hxgbvhgjihsk.xyz 2015-01-29 22:38:57 2015-01-29 22:38:57 2015-02-06 10:00:01
820 vaihers.ru 2015-01-24 03:32:58 2015-01-24 11:48:34 2015-01-31 10:00:02
821 gefomm.ru 2015-01-24 03:32:57 2015-01-24 11:00:32 2015-01-31 10:00:02
819 luposer.su 2015-01-23 20:17:54 2015-02-18 14:28:55 2015-01-31 10:00:02
818 ns1.brikebrak.ru 2015-01-16 08:53:41 2015-01-17 21:05:02 2015-01-23 10:00:01
817 ns1.salthashdns.ru 2015-01-15 20:48:09 2015-01-16 05:44:17 2015-01-23 10:00:01
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National support centre portal for ACDC
www.antibot.hr

Anti:Botnet

1. INFORMIRAJ / 2.0CIsTI 3. SPRIECI

=

Dobrodosli!

Dobrodosli na Anti-Botnet Nacionalni centar podrske.

O projektu
Sudionici projekta
Kontakt

Privatnost podataka
Uvjeti koristenja

» Otkrivena ranjivost u Windows operacijskom sustavu
NG e + Europol preuzeo botnet Beebone
Blog » Otkrivena ranjivost u programu BitTorrent Sync

t‘/iée o bot:et.ivma [pd] » Upozorenje - crypto ransomware na portalima
R konstnie g *DDoS-om napadnuti projekti na Gistsu

Provjeri i osiguraj » Nova moguénost bankarskog malvera "Dridex”
Spam » Ranjivost DDR3 memorije

»ZeusS i dalje aktivan. ovaj put u doc formatu
Spam kampanje [csv]

Spam s malicioznim
sadrzajem [csv]

(;Zi’ = INITIATIVES

U poglavlju » Informiraj saznajte $to su Botneti, kakvu Stetu mogu napraviti i na koji nacin mogu
biti prijetnja podatcima na vasem racunalu. U poglaviju » Ocisti dostupan je » EU-Cleaner. S
ovim alatom moZete oistiti Vase racunalo od malicioznog softvera. U poglavlju » Sprijeci
pronaci ¢ete korisne savjete kako zastititi vase racunalo od ponovne zaraze.

- Scanned: 2015-04-17

InitiativeS provjera web stranice
(upute)

1. Informiraj | 2. O¢isti | 3. Sprijeti Impressum | Privatnost podataka

Uvjeti koristenja
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Contact information and portals

« address: Jurisiceva 3, 10000 Zagreb, Croatia
* phone: +385 1 6661 650

« web: www.cert.hr

« e-maill: cert@cert.hr

« ACDC NSC: www.antibot.hr
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http://www.cert.hr/
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questions?

Thank You!
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