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«» REGULATORY FRAMEWORK

Electronic Governance Act;

Ordinance on General Requirements to

Interoperability and Information Security;




Established in 2008
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Assist users in performing
proactive activities aimed at

reducing the risks in incidents in
information security and assist in
handling such incidents when
occurred.




Alerts and Warnings
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Security-Related Information Dissemination




"“ OBJECTIVES OF CERT BG

Reducing the impact of security incidents on the information
society;

Providing assistance in recovering from incidents;

Evaluating the influence of incidents on the security of
systems;

y» Disseminating technical information related to computer
%/ security incidents;

€Y Conducting studies related to new network and information
security technologies;

Organizing education and awareness raising related to
information security.
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Security Alerts and I—El R T welcome to CERT Bulgaria!

Warnings Bulgaria

Alerts CERT Bulgaria is the national Computer Security Incidents Response Team. Its mission is to
Warnings provide information and assistance to its constituencies in implementing proactive measures to

reduce the risks of computer security incidents as well as responding to such incidents when

Advices they occur.

Services

Incident Reporting
Downloads

Links

Information Security m

The team builds up a Database, providing information on how you can make your IT
Environment more secure.
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S5T-2014-003

Published date: 05.02.2014

GnuTLS flaw in certificate
verification exposes Linux world to
attacks

Published date: 07.03.2014

A serious flaw in the certificate verification process
of GnuTLS exposes Linux distros, apps to attack.

Read the whole article....
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«, INCIDENT HANDLING WORKFLOW

INCIDENT REPORT

REGISTRATION
TRIAGE

INCIDENT RESOLVING

DATA RESOLUTION
ANALYSIS RESEARCH

ACTION ERADICATION
PERFORMED & RECOVERY

ACTION PROPOSED
CLOSING INCIDENT

FINAL
INFORMATION

INCIDENT

FINAL CLASSIFICATION ARCHIVING

POST ANALYSIS

IMPROVEMENT PROPOSALS
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Attackers

Hackers

Spies

Terrorists

Corporate
Raiders

Professional
Criminals

Vandals

Voveurs

Tool
Phyvsical
Attack

Information
Exchange

User
Command

Script or
Program

Auntonoumous
Agent

ToolKit

Diistributed
Tool

Data Tap

Vulnerability

Design

Implementation

Configuration

INCIDENT

ATTACK(S)
EVENT
Action Target
Probe Account
Scan Process
Flood Data
Authenticate Component
Bypass Spoof Computer
Read Network
Copyv Intermetwork
Steal
Modify

Delete

Unauthorized
Results

Increased
Access

Disclosure of
Information

Corruption of
Information

Denial of
Service

Theft of
Resources

Objectives

Challenge
Status., Thrill

Political Gain

Financial
Gain

Damage




. FULL CLASSIFICATION SCHEMA OF
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i ENISA TAXONOMY

, Abusive Content Malicious Code Information Gathering
= * Spam; * Virus; « Scanning;
* Harassment; * Worm;  Sniffing;
+ Child/Sexual/Violence/... * Trojan; « Social Engineering;
* Spyware,
 Dialler.
Intrusion Attempts Intrusions Availability
* Exploiting known; * Privileged Account * DoS;
« Vulnerabilities; Compromise; « DDoS;
« Login Attempts; * Unprivileged Account - Sabotage;
« New Attack Signature; Compromise;
 Application Compromise;
* Botnet.
Information Security Fraud
» Unauthorised access to » Unauthorised use of
information; resources;
+ Unauthorised « Copyright; OTHER ...
modification of o Masquerade;

information; « Phishing.




TF-CSIRT s
Trusted Introducer : enisa

European Network
Jr and Information

EGC group

o
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http://www.enisa.europa.eu/
http://www.cert.org/
http://www.cert-hungary.hu/
http://www.us-cert.gov/
http://www.first.org/

INCIDENTS REPORT

January February March

B Automated reports m CERTs and other organizatioins




NUMBER OF IP ADDRESSES
INVOLVED
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January February March

®m Automated reports ®m CERTs and other organizatioins




TYPES OF CYBER ATTACKS

DDoS '
44.53% Intrusion Attempts:

7,12%

Phishing attack
1,02%

3otnet: 9,67%

Spam: 5,34% Malware attack:
32,06%
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