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The nature of the threats - 2016

. %‘%{ Cyber-weapons - APTs

Targeted threats to
organisations




CARBA









How the Carbanak cybergang targets
financial organizations

1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen

Carbanak
backdoor sent

as an attachment Online-banking

Money was transferred
to fraudsters’ accounts

E-payment systems

I
| // Money was transferred
I-l:/" to banks in China and the US
Bank B
employee Cash 1.

transfer
systems

Inflating account balances

The extra funds were pocketed
\ via a fraudulent transaction

-

Emails
with exploits

™M
o@ Credentials
stolen \ Controlling ATMs

Orders to dispense cash at a
pre-determined time

=T o0 4N
-
77

(_______

100s of machines infected
in search of the admin PC

g g g 8 g g % %\ Database Manipulation
O GANER O O O G=% Change the ownership
fAn] VA an fEn) (A (e Q A details of an account




Carbanak 2015

* Attacks in budget deps
 Change registration data of
In depository



New C&C Panels?

e Samples
 Passive DNS and domains
 Other’s I0Cs?..



Oh look






SYN-scan
the globe




Interrogate
the hosts




New C&C Panels!




CARBANAK SUMMARY

criminals’ ATP
IS
everything
3. ltis all about



TURLA



The Epic Turla Operation:
Atfected countries

France

' [
' Belarus

— Romania .

Nethertands ' - '
[e— Saudi Arabia
Poland

i
I

Germany ‘
& ¢ § |=
. _'_ — Iraq
Belgium Sweden Yemen
L L 4
" =
Italy Jordan

<\

/f Lt
a1\

Russia

o

Kazakhstan

Lo ]
5 W
— =
Uzbekistan | Tajikistan ‘
=

India

Some of known attachment names used in the spearphishing attacks are:

s adyrar (translation from Arabic: “Geneva conference.rar”)
NATO position on Syria.scr

Note_Ne107-41D.pdf

Talking Points.scr

border_security_protocol.rar

Security protocol.scr

Program.scr

Government
o Ministry of interior (EU country)
o Ministry of trade and commerce (EU country)
o Ministry of foreign/external affairs (Asian country, EU country)
o Intelligence (Middle East, EU Country)
Embassies
Military (EU country)
Education
Research (Middle East)
Pharmaceutical companies
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></script>




TURLA Satellite



“®WIDE (2500)
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Country Infrastructure
Lebanon 2 providers, 4 ip addresses
Iraq 1 provider, 1 ip address
Nigeria 2 providers, 4 ip addresses

United Arab Emirates

1 provider, 4 ip addresses

Denmark

1 provider, 3 ip addresses

United Kingdom

1 provider, 1 ip address

Zambia 1 provider, 1 ip address
Afghanistan 1 provider, 1 ip address
Somalia 1 provider, 1 ip address

a

\

Q |

\/Legitimate user

"

Attacker




Traceroute Path 4: from Chicago, IL to Tehran, Iran

® 6. Moscow,

Amsterdam, 0o
N ® Minsk,

Warsaw,

Liverpool, C
O

Hounsfow,
',

START . London,
1. Chicago, IL @ : Montreal,
6

Frankfurt,

@ 2 Toronto,

New York, NY

END
0

12. Tehran,
[ran

e renesys




IP address or host name: 202.86.17.57

static.121.168.4.46.clients.your-server.de

hos-tri.juniperl.rz13.hetzner.de
hos-tr3.juniper2.rz13.hetzner.de

core22.hetzner.de
core21.hetzner.de

cored.hetzner.de
cored.hetzner.de

juniperd.ffm.hetzner.de
juniperl.ffm.hetzner.de

ro-xe-4-2-0-0-Fra-Anct-DE.linxtelecom.net
ri0-ael1-0-Waw-Linx-PL.linxtelecom.net
r2-ge-1-1-0-0-Vno-Lnrg-LT.linxtelecom.net

tibor.satgate.net

No reply for 3 hops. Assuming we reached firewall.

46.4.168.121
213.239.224.1
213.239.224.65

213.239.245.121
213.239.245.81

213.239.245.14
213.239.245.18

213.239.245.1
213.239.245.5

80.81.192.192
212.47.201.137
212.47.201.145

77.94.34.106

1.052 ms

0.254 ms
0.145 ms

0.293 ms
0.275 ms

4.842 ms
4.786 ms

4.845 ms
4.823 ms

5.177 ms
28.774 ms
37.637 ms

*
*
33.932 ms
*
*

*

1.081 ms

0.268 ms

0.275 ms
4.844 ms

4.856 ms

5.108 ms
28.771 ms
37.619 ms

*
*
34.275 ms
*
*

*

1.122 ms

5.133 ms
28.705 ms
37.800 ms

*
*
34.119 ms
*
*

*




Map of targets of the Turla group

Turla is a sophisticated cyberespionage group that has been active for more than
8 years. The attackers behind Turla have infected hundreds of computers in more
than 45 countries.

P~ 172 s | . — A S\ . po Q. \ _Xy d__ d: ! - , ~ g . ? hen . .
‘\u‘u/' Government institutions 69 Embassies @' Military entities (@) Education organizations Research organizations @.y Pharmaceutical companies

High infection rate (36 - 80)
Kazakhstan
Russia "

Medium infection rate (10 - 36)

China
Vietnam
USA

Poland Iran Ecuador
Ukraine Latvia Spain
Germany Algeria  Mexico
India Brazil Saudi Arabia
France Belarus Serbia

GREAT  KASPERJKY?




Link Here

Add to Favorites
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TURLA SUMMARY

1. BGP Hijacking and Satellites
2. Anonymous
-sponsored attack



Volatile
Cedar
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A'tacker

SSH Tunnel Servers
SSH

9,

Web-Shell
e i e SSH Tunnel f

SSH Tunnel Target

Client !a Servers

HTTP RawTCP

C&C Infrastruriure

s p

s

-

( Dynamic C&C U}ada/te Servers ) ( Static C&C Uq‘ale Servers ) ( c&c *ervers )
[ [ Y
N N

/

o W

IP\URL: Custom DGA

IP\URL: Hard-coded IP\URL: Hard-coded

Updates Static C&C updater
URL

Send Commands \ Retneve

Updates C&C IP Address Data from targets

NS

N 554




The victims belong to several categories:

« Government
« Telecom Operators Volatile Cedar versions connecting to sinkhole

 Educational Institutions




Volatile Cedar - victims IPs count

Victims on:
Ogeronet, Inconet, Cyberia, Terranet, Cedarcom.

United Kingdom srae Russia

Canada

Lebanon United States



Compilation timestamps

QO V0V O VDV O O O VO O 0O O 0 O 0 O N0
S PP PR PSSP PP P
67 67 AT AT BT 57 57 67 87 87 T W T 03

UTC Time




GCREAT

Importance of
Threat Intelligence

 ldentifying threats

* Localizing threat data

* Learning attackers techniques
» Attack readiness

« Decision making support



Epic submarine battle



CREAT

~ Stay Close...

Senior Security Researcher
Global Research and Analysis Team (GReAT)

Amin.Hasbini@Kaspersky.com
Twitter/Linkedin: @mahasbini

Thank you



